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OEP Personal Information Charter

This information charter sets out the standards you can expect from us when we process
your personal information (also called personal data). Specific information as to how we
handle your personal data when you use our website, submit a complaint, contact us about
our areas of research interest, or make an enquiry can be found in our Privacy Notice.

You can also view information on how we handle your environmental complaints by visiting
our Customer Charter.

Processing of personal information

This includes:

e collecting
e using

e storing

e disclosing
e disposing

We are a data controller. A data controller determines
how and why personal information is processed.

We will follow all applicable data protection laws in how we treat your personal information.

We will ensure that your personal information is:

e protected and kept secure

e kept accurate and up to date

e only used lawfully, fairly and in a transparent manner and for purposes
compatible with those for which it was collected

e kept only for as long as it is needed (unless it must be kept as part of the historic
record or archiving purposes in the public interest, scientific or statistical
purposes).

Your information rights

You have the right to be informed about the collection and use of your personal
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information. Some information is provided in this charter, such as your information rights
and how to contact us. We may provide specific privacy information to you when we collect
your personal information (or as soon as possible if we obtain your data from another
source).

You have the right to:

e ask us for a copy of the personal information we hold about you — a ‘subject access
request’

e challenge the accuracy of personal information we hold about you and ask us to
correct it, delete it or complete it by adding more details

e ask us to delete personal information we hold about you a ‘right to be forgotten’

e request that we limit how we use your personal information

e ask us to transfer your personal information to another organisation, or provide it to
you in a machine-readable format

e object to us using your personal information

e prevent us from using automated processing

Some rights only apply in certain circumstances. Information about this is provided in more
detail on the Information Commissioner’s website.

Contact us to find out how to exercise any of your information rights and which rights apply
to personal information we hold about you.

Privacy notice

When we obtain your personal information, we will provide privacy information to you,
usually as a ‘privacy notice’.

This will tell you:

e what we'll use your personal information for

e why we’re legally able to process it (also called the ‘lawful basis for processing’)

e how long we'll keep it

¢ who we’'ll share it with, if applicable

e whether it will be transferred or accessed outside the UK, and what legal
protection it will have, if applicable

Contact us if you need assistance with accessing privacy information for a particular
service.

Storing and processing your personal information

We will only keep your personal information for as long as necessary, in line with statutory,
regulatory, legal or security requirements, or based on historic value. Details will be in the
relevant privacy notice.


https://protect.checkpoint.com/v2/r02/___https:/ico.org.uk/your-data-matters/___.YXAxZTpzaGFycGVwcml0Y2hhcmQ6YzpvOmI2OGM3NzM1NDJmYzRmZjAzNTQ2OGRlZDE3MzRhNDhlOjc6YWI1MjozNzIyNmFhMjcyMWNkYzA1N2UwMTNiOWUwNzEwNzg3ZTk2OTJkMmE4ZDQ3MTlkNTQ0ZTAwM2I2MTEwNTA2YWE0OnA6RjpO

We will store and dispose of your personal information securely, protect it and only give
access to the people that need it.

We will only use your personal information in ways that are compatible with the purpose(s)
set out in the relevant privacy notice and this information charter.

Where we process your contact details to provide a service to you, we may use your
contact details to:

e invite you to complete surveys
e provide feedback

e attend consultations

e ask you for more information

We’ll do this to improve our service. You can ask us not to do this.

In most cases your personal information will be stored and processed inside the United
Kingdom. When your personal information will be transferred outside the United Kingdom,
we will inform you and let you know what safeguards are in place.

Sharing your data

In some cases a data processor will process your personal information on our behalf. We
may also share your personal information with other organisations - details will be on the
relevant privacy notice.

We will not make your personal information available to a third party without your
permission, unless we are permitted or required to do so by law.

We may have to release personal information under the Environmental Information
Regulations 2004 and the Freedom of Information Act 2000 if data protection laws allow.

We may be under an obligation to publish personal information on a public register. We
will tell you if this applies to your personal information in the relevant privacy notice.

We will share your personal information if we are permitted or required to do so by law —
for example, by court order, to prevent fraud or for the investigation of civil disputes or
criminal offences.

Contact us

If you are already in contact with one of our teams, you can direct your query through
them.



This includes requests to exercise any of your rights under data protection laws.



Please visit our Contact Us page if you have any other queries.

Contact our Data Protection Officer

Our Data Protection Officer (DPO) is responsible for giving independent advice and
monitors the OEP's use of personal information.

If you are unhappy or have any concerns about how we process personal information, or if
you would like to make a complaint relating to data protection, please contact:

Office for Environmental Protection
Wildwood

Wildwood Drive

Worcester

WR5 2QT

Telephone: 03300 416 581
Email: dataprotection@theoep.org.uk

Independent advice on data protection and privacy

Contact the Information Commissioner’s Office (ICO) for independent advice about data
protection, privacy and data-sharing issues. You have the right to lodge a complaint with
the ICO about any of our information rights practices.

Information Commissioner's Office
Woycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

Email casework@ico.org.uk

ICO Contact form Telephone 0303 123 1113 Textphone 01625 545860

Changes to this personal information charter

We keep our personal information charter under regular review
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